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Section I. Pre-Requisites

You must have an Active Directory Account and be assigned to the correct User Groups. Department
Head Approval may be required to allow VPN connection to the City Network.

You may be required to install the Java Runtime Environment before you will be able to successfully
install the AnyConnect program. You can download this Java program at http://www.java.com.

Section Il. First Time Use - Installing the Any Connect VPN Client

The Cisco AnyConnect VPN client is a web-based VPN client that does not require user configuration.
VPN is a secure method of accessing City of South Bend computer resources.

1. Point your browser to https://sslvpn.southbendin.gov

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate
authority.

The security certificate presented by this website was issued for a different website's address.
Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.

@ Click here to dlose this webpage.

& Continue to this website (not recommended).

@ More information


https://sslvpn.southbendin.gov/
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2. Make sure City Employee is selected for the GROUP. Enter your Active Directory username and
password.

Flease enter your username and passwaord.

GROUP:  |CityEmployee x|
USERNAME: | |
PASSWORD: | |

Laogin |

3. Click Login

4. The AnyConnect Client will begin the installation process.
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5. Answer Yes to any Security Alerts

Security Alert

rﬂ Thiz page requirez a secure connection which includes
?. server authentication.

The Certificate |szuer for this site is untrusted or
unknown, Do you wish to proceed?

Tes | Mo | Yiew Certificate I tare [nfo

6. Once the installation is completed, you will receive message stating “Connected to
sslvpn.southbendin.gov”

il AnyConnect
cIsco & Mobility Client

¥PM: Connected to sslvpn.southbendin, gov,

Isslvpn.southbendin.gov |L| Disconnect |

Advanced...

7. The Cisco AnyConnect Client Icon will appear in the Notification Tray.

@l

8. You can disconnect the session by clicking the Disconnect button on the AnyConnect Client or by
right-clicking the AnyConnect Notification Icon and selecting VPN Disconnect or Quit

Open AmyConneck

YPM Disconnect

Abouk
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Section Ill. Subsequent Use — Using AnyConnect to Access the City of South Bend Network

Once the AnyConnect Client is installed on the machine, you only need to launch the client and login.

1.

Click Start > All Programs > Cisco > Cisco AnyConnect Secure Mobility Client > Cisco AnyConnect

Secure Mobility Client
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2. Verify the City Employee GROUP is selected and login with your Active Directory Username and

Password.

Cisco AnyConnect | ssl

Please enter vour username and password,

ICit':.f Emploves

Graup:
Isername: I
Passwiord; I

o]

Cancel
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3. You can disconnect the session by clicking the Disconnect button on the AnyConnect Client or by
right-clicking the AnyConnect Notification Icon and selecting VPN Disconnect or Quit

Open AmyConneck

YPM Disconnect

Abouk

Section IV. Accessing the City of South Bend Network using Remote Desktop Connection

Once you have connected to the VPN, you can access the City of South Bend Network with your laptop,
or using a Terminal Services Server.

1. Start the Remote Desktop Session > Click Start > All Programs > Accessories > Communications >
Remote Desktop Connection

For the computer name, type: VPN

@ Communications HyperTerminal

i

& Network Connections
Q Network Setup Wizard
[5] New Connection Wizard
Remote Desktop
= Wireless Network Setup Wizard

ﬁf.j HyperTerminal »
€) Bluetooth File Transfer Wizard
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Computer: |vpn v ]

[ Connect ][ Cancel ] [ Help ] [ Options >> ]

2. Using the Remote Desktop Connection application, you can login to the City of South Bend Network
and access your network files and the most common applications.

3. Ensure the Log on to: box is set for SOUTHBEND and enter your username and password. In most
cases, your username is your first initial and the first 7 letters of your last name.
Example: the user name for John Thompson would be JTHOMPSO

Log On bo Windows

,f. Mbcrosaft

+ 2 Windows Server2003
¥ Enterprise Edition

Copyright @ 1885-2003 Microsoll Corparation

User name: I

Password: I

Log on ko SO THEERD:

(0] 4 I Cancel Shut Lo, . Qpkions <<

4. Enter your Active Directory password.



oouti City of South Bend

AnyConnect Client Installation and Login Directions
February 21, 2014

Revision 5.0

[
S

MECITY
1
1

Feviany

£

Section V. Logging off the Remote Desktop Connection and Disconnecting from the VPN

Once you have completed your work, click Start > Log off (notice you will not have the option of
restarting or shutting down the computer). This will disconnect your Remote Desktop Connection
into the VPN server. You will still be connected to the City’s network until you disconnect your
session.

Shut Down Windows

@ what do wou want the computer ko do?
iog |:|ﬂ:

Ends your session, leaving the computer running on
Full power.,

| (04 I Cancel Help

You can disconnect the session by clicking the Disconnect button on the AnyConnect Client or by right-
clicking the AnyConnect Notification Icon and selecting VPN Disconnect or Quit

Open AmyConneck

YPM Disconnect

About

_
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Section VI. Reporting Problems

10.0 Reporting problems

Contact Information Technologies @ 245-6000 during normal business hours (8:00-4:30 M-F).
When reporting problems with the City’s VPN system, it is best to include as much information
about the problem as possible. Please be sure to include the following in all problem reports.
1. Your name, daytime and evening phone numbers and email address.

2. Operating System of the computer you are using.

3. Version of Web Browser you are using.

4. A brief, specific description of the nature of the problem, include all error messages.

5. Some indication as to when problems first began. Indicate if you have successfully
connected in the past, did anything change?



